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20 April 1966 


MEMORANDUM FOR: Director of Communications 
SUBJECT : Review of CIA Message Procedures 


REFERENCE : Memorandum for Executive Director-Comptroller 
from Director of Communications, Subject as 
above, dated 15 April 1966 


1, Attached are copies of several Cable Secretariat SOP's 
revised to implement the procedures adopted by the Study Group 
to establish procedures which would insure that copies of 
messages distributed in CIA would show Agency distribution, 
The portions checked in red represent the significant portions 
revised or added, 


2, The effective date of these changes is 25 April 1966, 
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Cable Secretary 


Attachments: 
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SECRET 

Cable Secretariat CSSOP 90-27 
Standing Operating Procedure COMMUNICATION; 
No. 90-27 25 April 1966 


PROCESSING DCI CABLES 


Reference:b[ Cable Secretariat 
a)Memo from D/Communications to Sees 15 April 1966 


"Review of CIA Message Procedures 
c) [[_____ _]Dissem of Nén-CIA Produced cables & Telegrams 


Rescission: CSSOP 90-27 dated 25 June 1964 
1, SELECTION OF CABLES FOR DISSEMINATION TO THE DIRECTOR 


ae General 
and 

Under the provisions offi the Cable Secretary is responsible for the 
dissemination within CIA Headquarters of classified CIA and all non-CIA cables 
and telegrams, Note: This does not include COMINT.. Authority:. 2.0 20. # 
is delegated to the CDO to act for the Cable Secretary in discharging this 
responsibility insofar as dissemination to the DCI and other designated offcers 
is concerned, 


b, Selection by the CDO: 


1) Selection of cables by the CDO for dissemination to the DCI will be made 
under the provisions of CSSOP 210-110-DCI & D/DCI. Discussion of selections 
among the CDO's is encouraged; border line cases decided in the negative are 
to be referred to the Cable Secretary, 


2) As a backstop to the CDO, analysts and Message Center Chiefs should refer 
to the CDO, with references, those cables appearing to warrant consideration 
for dissemination to the DCI including cables not selected but which refer to 
cables previously disseminated to the DCI. 


3) The CDO, when furnishing advance copies of cables to the SDO, the CS/DO 
or others, will indicate that the message will be disseminated to the DCI when Pe, 
such is the case, The absence of the DCI symbol will indicate to recipients of 
the advance copies that dissemination to DCI is not being made by the Cable 
Secretariat, 


4) The CDO will not select for the DCI outgoing cables released by DDP or ADDI 
which have a note to the Gable Secretariat indicating that the DCI and D/DCI 
should not be on the distribution of the cable, This note should be initialed by 
either DDP or ADDP, Direct replies to such outgoing or incoming cables will 
also exclude DCI and D/DCI, This includes cables addressed to the Director, 


On incoming cables a C/S Comment will be made stating that ''Dissemination 
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“Cable Secretariat | CSSOP 90-27 


Standing Operating Procedure : COMMUNICATION 
No, 90-27 25 April 1966 


¢. Selection by the SDO: 


1) The Senior Duty Officer (SDO), CIA Operations Center, may select for a 
dissemination to the Director any message which in his opinion warrants 
such dissemination, In such cases, he will ask the CDO to include the DCI 
in the dissem nation and provide the CDO with the basis for his selection 
in order that the CDO may include this in his reading of cables in the future, 
The CDO will expedite the dissemination and delivery of the cable to the 
Director and other officials, If the SDO believes that a particular message. 
warrants the fastest dissemination feasible, he will inform the CDO and the 
CDO will make every effort to get the message disseminated in accordance 
_ with the priority indicated by the SDO, 7 


2) The SDO may receive a copy of a message via LDX or other means 
direct from another Agency, Should he desire to have the message selected 


he should provide the CDO witha copy for processing as inc 1) above. Note: ae 

ae does not a to COMINT messages, In any event the SDO will comply 

WY. a + meee re . SG ded as ey oaenlniag ae ebige ate ee eee eee Seema pate Neem BFE wets cenemtbo nee weMBmays = Blt. ween ow: - 
d. Selection by the CS/DO and/or DDP Action Unit: 

The Clandestine Services Duty Officer (CS/DO) and/or an official of the a 


DDP action unit may select for dissemination to DCI any message which in 
their opinion warrants such dissemination, The same procedures described 
in c) above would be followed, 


2, DISSEMINATION SYMBOLS 


Except for copies furnished in advance of formal dissemination, symbols reflecting 
the dissemination made by the Cable Secretariat will be shown on all copies of 
messages processed by the Cable Secretariat, Dissemination will be made in be 
accordance with pertinent CSSOP's, taking into account SDQ's requirements, 


34 LOGGING 


A DCI log will be maintained at the CDO's desk on which will be recorded the 
reference number and the subject and time each cable was selected, The purpose 
of the log is to control processing of each item and ensure that no cable is unduly 
delayed in delivery to DCI. To this purpose the senior CDO, during the day will 
clear the mail column of the log by initialing each item at the time of delivery, 
During the night tour the CDO will initial each item to indicate that it has been 
completed (i.e., broken out and slotted, ready for enveloping). The midnight CDO 
in a like manner will initial each item as it is completed and is specifically charged 
Nereauaon “Approved For Reese BUGZIOs708" CARE Pe0ba RODEECD4N1BA7S cribed order, 
enveloped, and prepared for delivery, ; ; 
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SECRET 

Cable Secretariat CSSOP 90-27 
Standing Operating Procedure COMMUNICATI@&S1 
No, 90-27 25 April 1966 


A MMARY BY CABLE SECRETARIAT 


a, Summaries of cables will be prepared for cables received after the last run each 
day and up to and including the first run the following day, No summaries of 
cables are prepared during the day, On week-ends,and holidays summaries are 
prepared only if time permits, 

ee 
SECRET 
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SE ORs LT 
Cable Secretariat ' ' CSSOP 90-27 
Standing Operating Procedure ' COMMUNICATIONS 
No, 90-27 25 April 1966 
b, Summaries will be prepared in the following format and given to pci, D/DCI, 


i) eae ae 
8) TD's - '"GIA-TDCS — country(ies)) _" 


EX/DIR, DDP, DDI, 


1) Two to four lines, preferably two lines in length 

2) Spell out all abbreviations 

3) Show in parenthesis at the end of each summary the time thai the Cable- 
Secretariat received the cable--use Z time, 

4) Group in one area all cables about a particular place or problem 

5) Print on one side of paper only 

6) Identify State Messages as: 
"Emb Vientiane 1586 to State:.oe'! 
"State to Emb Vientiane 1234:,.c6e"' 

7) Identify CIA messages as: 


NCIA - DIRECTOR 27389. sd 


9) In the event that O/DCI asks for his cables at a time when the summary is not 
yeady, the cables will be sent without the summary and as soon as possible 
send the summary together with any additional straggler cables, 


ADDED DISSEMINATION 


When the DCI or D/DCI is being added to the dissemination of a cable already processed, 
‘the CDO will inform the SDO immediately if appropriate,: ye. if the DDI or a 
‘sonwonent element is-or-will be inéluded:;..in the disseminati "When i 
repzsoducea, a comment will be made eC ihe Breakout sftp Showing that geere® oe 
cable was added at the request of (name) (division or office), Neither the 


comment nor the word "added" will be included in the case of cables added by oo 


the Cable Secretariat, since the dissemination is the responsibility of the Cable 


Secretariat whether it be done initially or after the fact, Upon request from a 
unit that DCI or D/DCI be addedto a cable, CDO's are to include both in 

added dissemination except when the requestor states that the added dissemination 
to only one of the two individuals is with the knowledge or concurrence or at 

the direction of someone in the O/DCI. In this case, add the one person only 

and include the gist of the request on the breakout slip attached to the copies of 
that cable, 


When the initial dissemination of a cable is restricted by the Cable Secretariat 

to a limited number of top offices and the DCI or D/DCI is given the action copys 

any additional dissemination considered appropriate will be suggested to the 

Executive Assistant to DCI by means of a note attached to the DCI's copy. (In 

this instance as well as in all others where a "note" is used, the same slip 

used for breakouts should be used unless, in the opinion of the CDO this is 

undesirable, in which case a separate slip should be used.) If no word is 

receiv ‘ i Lata, ithin two hours from the time of 
proved Pr Raesed Hho Fs1b8« Cin ROPS4-9og9sRodgen0040154-7 


delivery, a call will be made to his oifice to al 
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Cable Secretariat 
Standing Operating Procedure 
No. 90-27 


7. DELIVERY 
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SECRET 
CSSOP 90-27 


COMMUNICATIONS 
25 April 1966 


‘Delivery to the DCI will be effected as soon as a cable is completed, or at the 
opening of business, or upon request, whichever is appropriate. (See CSSOP 5-3 


Attachment D, para 4f) 
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Cable Secretary 


Dist: C/S, CDO, M/C, 4 Training, Typing 
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SECRET 
Casie Secrerantiat CSSOP 216-190-300 
Sranoine Opcrarins Proceoure CABLE DISSEMINATION 
No. 210-130-500 25 Apaiy 1966 


CIA OPERATIONS CENTER, SENIOR OUTY OFFICER (S00) 
REQUIREMENTS 


Rerecrances: CSSOP 5-3 "Caste Oury Orricer lnstauctions” 


CSSOP 90-7 "Paocessine oF NON~CIA TeLeryPe Messaets" 

CSSOP GO-11 "Processina Aim, Ammy, Navy Mags, AID & USIA Texcerams” 
CSSOP 90-12 "Processine Depantmeny of Stats Tertorans” 

CSSOP 210-196.001 "DDI Aseurnenents” 

CSSOP 210-190-0C1 "OCI RequiamennTs” 


Rescission: CSSOP 210-190-500, 2 Sepranata 1965 


Ln 


2. 


MISSION: Tre CIA Operations CENTER PAOVIDES A conTINUOUsS DuTy Orricer WatcH (S00) ror uw 
THe DCI. 


REQUIREMENTS: UnLess OTHERWISE INDICATEO ONE OR TWO ADVANCE coPIEa of cAcK NON-CIA CABLE 
DESCRIBED BELOW ARE FURNISHED TO SDD, THE IMPLEMENTATION OF SDO'a REQUIREMENTS WILL NOT 


AFFECT CABLES FOR WHICH A PRESCRIGED AND LIMITED DISSTMINATION WAS BEEN ESTABLISHED, 


8. 


Ce 


Be 


t. 


3. 


Re 


Ce 


Oar: 


Non-ClA CABLES WITH NO RESTRICTIONS AS“TQ OISSEMINATION, AND RECEIVED IN HARD COPY - ve 
2 ADVANCE COPIES, NO REPRODUCED copies. EXCEPTION: SOO with se FURNISHED 9 REPRODUCED 


COPIES Hf OLSSeMsnaten To OC1. 


Non-CIA SABSLES WItTM NO RESTRICTION AB TO OL BSEMINATIGON, AND RECEIVER ELECTRICALLY « : 
@ AOVANCE COPEES If AVAILABLE Faow Signa, CENTEa, IF NOT, 1 COPY: NO REPRODUCED COPIES. vw 
EXCEPTION: SDO wiLt af rUuRNISHED 9 aAkPRODUCED COPIES IF o1saeminaTeD to DCI, 


Non-ClA CASLES WITH RESTRICTION AS TO DISSEMINATION, ANDO RECEIVED IN HARD COPY « NO ADVANCE ie 
COPIES, NO REPRODUCED copies (HOWEVER, THE REPRODUCED COPIES for DDI ano 0/0C! eo via 300), 


Non-ClA CASLES WITH RESTRICTIONS AS TO GISSEMINATION, AND RECEIVED ELECTRICALLY « ADVAKCE 
COPY; NO REPAODUCSO Copies (HOWEVER, THE REPRODUCED coP1Es FoR ODI ann 0/0C1 co wia SOO). i 
TD's ano INTEL romaar castes ~- 2 copies: 9 COPIES If SIBSEMINATED To DCI, wv 


EXCEPTIGNS: SDO HAS NO REQUINEMENTS FOR THE FOLLOWING: 


CLANDESTINE SERVICES CABLES, EXCEPT SANITIZED VERSIONS OF CABLES CONTAINING INTELLIGENCE 
FURNISHED UNDER PROVISIONS of CSSOP 5.3 » arractenTs A ano F. 


AIG cases. 
Non-CiA caetes recaroeo in CSSOP 210.120 as or wo INTEREST to SDC, 


SDO's REQUIAEMENTS ARE AMENDEO To UPDATE AND PROVIDE FOR FURNISHING SDO 9 copies oF CABLES ye 
DEGCHIBEO IN PARAGRAPHS 24, 8 AND E JF SELECTED FoR THE DiREcToR, 


25X1A 
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CasLe SECRETARIAT CSSOP 210-120.CS/D0 
STANDING OPERATING PraoceDURE CABLE DISSEMINATION 
No, 210-120.C5/D0 26 Arai 1966 


CS8/D0 REQUIREMENTS 


REFERENCES: 


25X1A 


Rescission: CSSOP 210-120-CS/D0, 14 ApaiL 1966 


1. 


2. 


fe 


gE. 


re 


Ge 


He 


J. 


MISSION: THe CranoesTine Seavices Oury Orricer (CS/D0) 18 THE REPRESENTATIVE OF THE DEPUTY 
Director ror PLANS To THE Orcrations Center (OPS/CEN) ano 18 THE CLANDESTINE StrvicEs OVER~ 
NIGHT BRIEFING OFFICER FOR THE DIRECTOR, HE 18 RESPONSIBLE FOR REVIEWING SELECTED CLANDESTINE 
SERVICES CABLES ANO DETERMINING WHAT ACTION HAS BEEN TAKEN 8Y THE CLANDESTINE SERVICES ON 
THOSE CABLES APPEARING TO WARRANT IMMEDIATE ACTION. HE WORKS WITH THE SENtor Duty Orricer 
(SDO) as APPROPRIATE AND MAINTAINS LIAISON WITH THE CaBLe Sacretantar Duty Orricer. 


REQUIREMENTS: ONE copy oF cacH CIA aND NON@CIA CABLE DESCRIBED BELOW, INCLUDING RYBAT, 

tS DISREMINATEO BY THE CaBLe SecareraRiAt Duty Orr icern To THE CS/D0. IMPLEMENTATION oF 

tHe CS/DO0's REQUIREMENTS WILL NOT AFFECT THE DISSEMINATION OF CABLES FOR WHICH A PRESCRIBEO 
ANO LIMITEO CISSEMINATION HAS BEEN ESTASLI@HED. NOTE: AnvaNCE COPIES WILL BE FURNISHEO THE 
€5/D0 IN ACCORDANCE WITH THE PROVISIONS OF PARAGRAPH 7 or CSSOP 5-3, 


CABLES WHICH MIGHT ASSI@7T THE CS/DO IN BRIEFING THE OCI, INCLUDING ALL CLANDESTINE Services ~ 
INTEL CABLES, OPERATIONAL CABLES CONTAINING INTELLIGENCE, AND CABLES OISSEMINATED TO THE 
DCi on DDP sasED ON CONTENT. 


CABLES CONCERNING SIGNIFICANT POLICY MATTERS WHICH MIGHT AFFECT OR BE OF CONCERN TO THE 
AGENCY. ” 


CABLES REPORTING OR CONCERNING THE MOVEMENT OF SENIOR AGENCY OFFICIALS (Division ANO STAFF 
CHIEFS AND UP.) 


CABLES CONCERNING ANY MATTER EMBARRASSING OR POTENTIALLY EMBARRASSING TO CIA AND CABLES 
COMPLIMENTARY OR DEROGATORY SUBSTANTIALLY APFECTING THE PRESTIGE oF CIA on CIA PERSONNEL, 
INCLUGING REFERENCES To CIA RELATIONS WITH HIGH U. S, OR FOREIGN OFFICIALS, 


CABLES REFLECTING SIGNIFICANT OPERATIONAL OR ADMINISTRATIVE OLFFICULTIES, GERIOUS SECURITY 
MATTERS, OR REPORTING OUTSTANOENG ACHIEVEMENT IN THE PERFORMANCE OF CIATS MISSION. 


CABLES CONCEANING VISITS To CIA acTiviTIES oF CONGRESSMEN, CONGRESSIONAL COMMITTEES OR 
CABINET MEMBERS. 


CABLES CONCERNING THE OEATH oF CIA STAFF EMPLOYEES OR THEIR DEPENDENTS OR CONCERNING AGENCY 
PERSONNEL ARRESTED, SENTENCED, OR MISSI(NG, OR WHICH CONCERN PuBLicity far CIA, 


CABLES CONCERNING THE PHYSICAL SECURITY OR THE DETECTION OF OR POBSIBILITY OF EXISTENCE OF 
AUDIO SURVEILLANCE PENETRATION OF ANY CIA INSTALLATION, 


CABLES REPORTING OR CONCERNING THE ACCOMPLISHED (oR SOON TO BE ACCOMPLISHED) DEFECTION OF AN 
INDIVIDUAL OF STATURE OR IMPORTANCE FROM THE Sino-SovieT Broc. THis tNCLUDES CERTAIN LOW~ 


LEVEL DEFECTOBBreved PYF RUIEASE 2OUZNS/09 * THARDPBALBEAVIRVUUENOO4E PRAT ION WHICH 


COULD RESULT IN PUBLICITY OR SENSATIONAL ISM, 


CABLES WHICH AFFECT OR COULD AFFECT AGENCY POLICY, OPERATIONS, ACTIONS, OR MANAGEMENT. 


25 
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SRkRE 
Casye SECRETARIAT CSSOP 210-120-C5/00 
STANGING OPERATING ProcftourREe CABLE DISSEMINATION 
No, 210~120-C5/00 20 Apri 1966 


25X1C 


CABLES REFLECTING THE PERSONAL VIEWS OF OPINIONS of CHIETS OF STATIONS, INCLUDING MENTION OF 
PROBLEMS ARISING GEYWEEN THE CHIEF of STATION AND THE AMBASSADOR, OR BETWEEN THE CHIEF OF 
STATION ANO MAJOR U.S. MELE TARY COMMANDERS, 25X6 


CasLes FROM THE CIA representative vo tee[ ern 


OR CONTAIN THE SuBsTance or a Watch CommeTTes REPORT ANO/oOR THE SUBSTANCE OF AN INTELLIGENCE 
ESTIMATE. 


CABLES CONCERNENG BUPERBONIC TRANSPORT DEVELOPMENTS, 


casues concemnne Lt a 


OISCUSBION RE THE MANUFACTURE OF AN ATOMIC OEVICE, 


CABLES WHICH ASK FOR A GECIBION OR REQUEST RECONSIGERATION OF A DECIBION GON ANY MATTER OF 
CONCERN TO THE CLANDESTINE SERVICES OR WHICH REQUEST OR REQUIRE TOP LEVEL GUIDANCE OR 
GECIBEION ON OPERATIONAL OR ADMINISTRATIVE MATTERS, 


CABLES WITH A PRECKOENCE OF PRIORITY on HIGHER WHICH ARE ABBIQNED FOR ACTION To A CLANDESTINE 
SERVICES UNIT. 


SUBSTANTIVE CABLES BEARING ON CRETICAL OR “CONTINGENCY” AREAS OF CURRENT INTEREST. 
EXCEPTIONS: CS/DO HAS NO REQUIREMENTS FOR THE FOLLOWING CABLES! 
CABLEB WHECH WOULD NOT BE LIKELY To Assist THE CS/D0 IN aRtErina THE DCI. 


CABLES WITH PRECEDENCE LOWER YHAN PRIORITY CONCERNING PURELY ROUTINE OPERATIONAL OR 
ADMINISTRATIVE MATTERS, Of REQUESTING GR FURNISHING INFORMATION ON TRACES OR FILE CHECKS, 


CABLES ADDRESSED To DCI, D/OCI ony on orsseMINATES To DCI, O/DCI onty or To ODP onty or 
CISSEMINATED TO DDP BECAUSE OF INDICATOR WETHOUT CONCERM FOR CONTENT, E.G, | 25X1A 


CABLES, THE OISSEMINATION OF WHICH #8 COVERED BY A PRESCRIBED AND LIMITEO SOP, 


THis CSSOP was BEEN REVISED BASED ON & DDP/SPA MEMORANDUM DATEO 13 Aprit 1966 Yo Proving FoR 
DVSBEMENATION TO THE CS/DO of CIA AND NON-CIA CABLES BEARING ON CRITICAL OR CONTINGENCY AREAS 
ANG SINCE THAT PARTICULAR REQUIREMENT SEEMS TO EQUATE WITH MANY If NOT ALL SUBSTANTIVE CARES 
DISSEMINATED TO OCI, TO ADD IN PARAGRAPH 2 THE INCLUSIVE STATEMENT "CIA AND NON@CIA caszes", “ 


25X1A 


Caste Secrerary 


Casne Sec, COO, M/C, 1% sooxs, CS/D0 2, 
FIZINT/RC 1 Approved Ror Release 2002/05/09 : CIA-RDP84-00499R000600040154-7 
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: SECRET 
CABLE SECRETARIAT CSSOP 210-130-DD1 
STANDING OPERATING PROCEDURE CABLE DISSEMINATION 
No. 210-130.DD1 25 Aprit 1966 


DDI REQUIREMENTS 


REFERENCES: 25X1A 


(3} CSSOP 210-1 "CIA CasLe SECRETARIAT CABLE. DISSEMINATION PoLicy® 
(4} CSSOP 90-19 "Suspense DDI Cas.es" 


RESCISSION: CSSOP 210-130-DDI pateD 10 Fesruary 1966 


To | MISSION: Tre Deputy DirecTrorR For INTELLIGENCE 1S RESPONSIBLE FOR THE. CORRELATION, EVALUATION AN 
PROOUCTION OF SUBSTANTIVE INTELLIGENCE ANO FOR THE DISSEMINATION WITHIN THE GOVERNMENT OF SUCH 
INTELLIGENCE, HE 1S CHARGED WITH DEVELOPING, IN CONCERT WITH THE OTHER DIRECTORATES, THE AGENCY 
POSITION ON MATTERS OF CONCERN TO THE USIB. HE 1S RESPONSIBLE FOR DIRECTING AND COORDINATING 
THE ACTIVITIES OF THE OFFICES oF =a OCR, ORR, ONE, OCI, NPIC ano OB] ANO FOR DIRECTII 
AGENCY ACTIVITIES RELATING TO THE OVERT COLLECTION OF INTELLIGENCE, 


26 REQUIREMENTS: UNLESS OTHERWISE INDICATED, ONE COPY oF EACH CIA CABLE DESCRIBED BELOW, INCLUDING 
RYBAT UNLESS SPECIFICALLY EXCLUDED, ANO INCLUOSNG ONE copy OF NON-CIA CABLES AS INDICATED, ARE 
DISSEMINATED To THE-DD]. . IMPLEMENTATION oF DD] 's REQUIREMENTS WILL NOT AFFECT THE DISSEMINATION 
OF CABLES FOR WHICH A PRESCRIBED AND LIMITED DISSEMINATION HAS BEEN ESTABLISHED. 


CABLES ORIGINATED BY OTHER THAN 
CLANDESTINE SERVICES ELEMENTS 


_ASTION Conr INFO 
RYBAT 2 2 1 
OTHER 2 2 1 


A. CABLES CONTAINING CRYPTONYMS OR PSEUDONYMS REGISTERED WITH THE CABLE SECRETARIAT AS BEING OF 
INTEREST To DDI, 


STATSPEC 5, castes oisseminateD To AN oFFice OR UNIT SUBORDINATE TO THE- of | 


25X1A 


25X6 


25X1A 


C. CABLES CONCERNING WATCH COMMITTEES AND INDICATION CENTERS, 25X1A 


D. CABLES CONCERNING OVERSEAS TRAVEL OF DDI PERSONNEL OR CONCERNING THE. ESTABLISHMENTS MAINTENANCE 
ANDO SUPPORT OF DD] OVERSEAS ELEMENTS 


(2 copies) 25X6 
E. CABLES CONCERNING THE GOORDINATION OF SUBSTANTIVE RELATIONS INVOLVING DDI PERSONNEL re 
2 copyes) a 


Fe. INCoMING CLANDESTINE SERVICES CABLES WHICH CONTAIN POSITIVE INTELLIGENCE INFORMATION WILL BE 
FURNISHED To THE DDI on AN EYES ONLY BaSiS, EXCEPT WHEN THEY ARE DISSEMINATED AS A TD OR WHEN . 
THEY CONTAIN OPERATIONAL INFO-SO SENSITIVE AS TO PRECLUDE INITIAL: DISSEM OUTSIDE THE CLANDESTINE. 
SERVICES, IN THE LATTER CASE, THESE CABLES WILL BE SUSPENDED AND DISPOSED OF UNDER THE PROVI«= 


SIONS OF CSSOP 210. ano CSSOP 90-19. . (SEE ALso [ 


, GRouPp 4 
‘SECRET EXCLUDED FROM AUTOMATIC DOWN= 
nc GRADING AND DECLASSIFICATION 
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Caste Saceeraaiat CSSOP 216~130-001 
STANDING OPERATING ProccouRE CABLE DISSEMING TION 
We, 2104130-D01 25 Aware 1966 

2. G. CABLES EXCLUDING RYBAT AND THOSE DESCRIBED IN PARAGRAPH 30, REPORTING THE TRAVEL oF SovieT AND 


Hy. 


he 


we 


Ke 


bs 


3. 


ae 


Be 


oo 


25X11 diet: 


SATELLITE AMSASSADONS AND CABLES CONTAINING BIOGRAPHICAL INFORMATION ABOUT OR REPORTING THE 
TRAVEL OF SOVIET AND SATELLITE PERSONNEL ATTEMOING AM INTERNATIGNAL CONFERENCE on Trane Fair. 
IN THOSE CASES IN WHICH THE ANALYST, BASED ON HIS OWN KHOWLEDGE AND THE TEXT OF THE CABLE, 
CARNOT DETERMINE THE RANK OF THE INDIVIDUALS CONCERN, DIRECT DISSEMINATION WILL BE MADE TO 
DDS, Of THE CABLE WILL BE PROCESSED UNDER THE SUSPENSE PROCEDURE, WHICHEVER 19 APPROPRIATE, 
{Disseminarion yo DD! win we MAGE on AN EYES OMLY saats,) 


TRCOMING OR OUTGOING CLANDESTINE Setavices CABLES, EXciuOING RYBAT ano/on THOSE CONTAINING 
SENSITIVE OPERATIONAL DATA, WHICH MENTION OR DEBCUSS THE SUBUECT 70 [ |wite ne curnsauco 

ONE INFORMATION COPY ON INITIAL DISSEMINATION TO DDI ano D/OCT on an EYES ONLY aasias. 25X6 
(Orageminarion to ODI witt at on an EYES ONLY BASIS.) 

CLANDESTINE SeRVICES cABLES, EXCLUDING RYBAT AND/OR THOSE CONTAINING SENSITIVE OPERATIONAL 

DATA, REPORTING ON THE SUBJECT OF FLIGHT CLOSURE NOTICES IN EAST GERMANY ANC OTHER Bioc 

COUNTRIES. (O1ssemination to DOI on CLannesTINne SEAVIGES CABLES WILL 6E ON aN EYES GWLY BASIS.) 


Non-Cls castes seiecren ror DCI, D/DEH, 


Non-Ci4 castes coNcERNING CUSARMAHENT, ARMS CONTROL, INSPECTION, NUCLEAR TEST BANS, PROLIFERATION 
GF NUCLEAR WEAPONS, AND RELATED MATTERS, 


Non-Cl) CaBLes orgsemminateo ro OC! 2 copies; { 1 copy ir LIMDIS ExDIS). 
TOts ano INTEL romiay castes o1sSEMinaTeD to DCI « 2 COPIES, 

EXCEPTIONS: DDI HAS NO REQUIREMENTS COR THE FOLLOWING CABLES: 

Non-C44. caaues, EXCEPT AS INDICATED. 


ADVANCED copies or CHA caBLes tu THe INTEL ronmar WHICH HAVE BEEN SANITIZED AND FURNTSMED TO 
SBG. 


CIA CABLES CONTAINING POSSIBLE INTELLIGENCE BUT WHICH ALGO CONTAIN OPERATIONAL INFO 80 SENSITIVE 
AS TO PRECLUDE DISSEMINATION OUTSIDE THE CLANDESTINE Services. {See guspense PROCEOURE,. ) 


Tats CSSOP is Reviseo ro proving FoR DISSEMINATION TO DDL of CABLES DISSEMINATED To DET as 
SHOWN ABOVE IN PARAGRAPH 2b AND M, 


25X1A 


ABLE Secattrary 
sot tirre [| 
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SECRET 
Caats SECRETARIAT CSSOP 5={3 ~ ATTACHMENT A 
Sranping Operatina PROCEOURE GENERAL 
No. 53 (REVISED) 25 Aprit 1966 


.€O00 SUPPORT TO SDO 
1. RESPONSIBILITIES OF SOG 


Tut Senton Duty Orricer, CIA OPERATIONS CENTER, FROVIOKES A CONTINUOUS Duty Orricer WarcH (SDO) ror 

tHe OCl. THe CIA Operations CENTER, AS A STAFF ELEMENT OF THE OgpuTy DiagcTor For INTELLIGENCE, 
OPERATES ON AN AROUND THE CLOCK @A8i8, THE SOO RECEIVES WORLD-WIDE NEWS, INTELLIGENCE AND MILITARY WA 
OPERATIONAL INFORMATION; ALERTS AND BRIEFS SENIORN OFFICIALS} CONSULTS AND MAINTAINS CONTACT WITH 

OTHER OPERATIONS CENTERS) BELECTS MATERIAL FOR HIGH LEVEL ATTENTION, ANO UPOATES CURRENT INTELLIGENCE 


25X1A 
2. SUPPORT BY CDO 


Tue COO cAN DO MUCH TO AgGIST THE SDO TO PERFORM HIS JOB AT THE HIGH STANDARDS EXPECTED. IN MANY 
INSTANCES, TIME I$ THE CRITICAL Factor, ANG CDOts SHOULD SPARE NO EFFORT TO EXPEDITE OELIVERY To 
vue SOO oF ALL CABLES BEING FURNISHED HIM, Each CDO ts £xPECTED TO KNOW HIS COUNTERPARTS IN THE 
OPERATIONS CENTER AND TO DO EVERYTHING POSSIGLE TO PROVIDE FOR A CLOSE AND HARMONIOUS WORKING 
RELATIONSHIP WITH THE OPSCEN sSTaFr, INCLUDING, SUT NOT LIMITED To THE FOLLOWING! 


A. FURNISHING ADVANCE COPIES OF NONeCIA CASLES AND SANITIZEO CIA INTEL casugs wiTH A PREMEDENCE ; 
OR PRIORITY oR HIGHER, AND INDICATING THEREON THAT DCI WILL SE INCLUDED IN THE DISSEMINATION v 
WHEN SUCH 18 THE CASE AND INFORMING THE SOO ay TELEPHONE WHEN THE DCI 18 SEKING ADDED TO A 
CABLE UNKNOWN To THE SDO, 

B, INDICATING DURING OTHER THAN REGULAR OFFICE HOURS THE ACTION UNIT IF ACTION 18 A DDI UNIT. 

c. Norirvina tHe SDO UPON RECEIPT OF ANY CABLES CONCERNING! 

1) Derense reaoiness conpitions (DEFCONS 5, 4, 3, 2, or 1) on, 

2) NATO ateaT proctouRca (SIMPLE ALERTS, REINFORCED ALERTS, ANO GENERAL ALERT orcERS), 

3) JCS Emencency Action Fite (EAF) ano Emerarncy Messaaes (EMa1, 2, ER), OR, CONCERNING THE 
AUTHENTICATION SYSTEM, AUTHENTICATION TEST MESSAGES WHICH REQUIRE AN ImcbEATE (action) 


RESPONSE sy THE SDO. 


do. Notievine THe SOO UPON RECEIPT OF ANY CASLE REQUESTEO SY THE SDC OR CONTAINING ENFORMATION 
WHICH THE SOO HAS ASKED GE FURNISHED HIM ON AN EXPEDITE BASIS. 


aroue 1 isi 
EXCLUDED FROM AUTOMATIC WOWN- 
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CaeLe SecacrTaniay , “€SSOP 90-1 | in 
STANDING OPERATING PROCERURE  COBIMUN CAT IONS 
Mo. 90-1 25 Apa 1966 


ORDER OF PROCESSING AND PROCESSING GOALS, CIA AND MONT IA SABLES 
Rescission: CSSOP 90-1, 1 Arrin 1966 
i. GENERAL 


[7 18 A BASIC TENET OF THE CABLE SECRETARIAT THAT IF A COMMUNICATION WARRANTS TRANSMISS 10N 
VA ELECTRICAL MEANS, 17 WARRANTS ORDERLY ANO ZRPEDITIOUS HANDLING ANO PROMPT GELIVERY, [1 
1% UH KEEPING WITH THIS PHILOSOPHY THAT WE HENAIN OPEN Zk HOURS A DAY, SEVEN DAYS & WEEK, 
AND THAT WE WORt IN AN ATMOSPHERE oF “HURRY uuray'. #7 48 THE PURPOSE oF THIS CSSOP to 
PALSCHIGE THE OROER OF PROCESSING CASLES AND OTHER MATERIAL FROM THE TIMT GF RECEIPT 18 
tHe CABLE SECRETARIAT TO THE TIME OF DELIVERY TO THE ACTION AWD SHFORMATION UNITS. 


2. ORDER OF PROCESSING AND PROCESSING CABLES 


Su@ilcT TO MOOEFIGATION SASEZD GN GOOD JUDGMENT, CABLES SHOULO BE PROCESSED tN THE ORDER AND 
WITHIN THE TARGET TIMES SHOWN BELOW! 


Oapta or 
Process1Ne . PRocessina GOALS 
CaTecony No. Type Message PatCEDENce ApYA Coppge tn: Finrsnep Copy 
1 CRITIC FLASH 5 minutes 15 minutes 
1 cle IN FLASH 3 MINUTES 15 menmutTes 
1 cis 18 Pe IMMEDIATE 5 minutes 20 minures 
1 pC! Serecrs®* Li _30_wsnutes ber 
1 cH In PRIORITY 10 sinNuTES t HOUR 
1 CIA inven Ret. IMMEBIATE/PRIORITY 10 MINUTES 1 vour® 
2 - £44 JN fore, Ree, ROUT INE 2 nours* 
2 NonweCit teLerypes To ChA 
ron ACTION ~ Notso sy CDO 2 wouURR 
2 Srate LIMOIS 2 HOURS 
2 ci. OUT IMMEOTATE/PRIORITY 2 MOURS 
3 £té iN ROUT INE 3 HouRs 
4 Non-Cl4 reveryecs ro CIA 
ror INFO 4 Hours 
se NoneC HA HARD cOPTES k HouRS 
5 Cis ouT ROUT INE Oreextna Bus inese 


*incuces CIA ano NON-CIA items s£Ltctto sy COO, SD0, OR ACTION UNITS, AND “aooros*, in THe CASE OF 
prems in tag INTEL cormatT, THIS TIME MUST BE EXTENDED TO PROVIDE NECESSARY TIME FOR PREPARING MASTERS 
AND TO PROVIDE Time ron IW PROCESEING. 


EXCLUDED rg oR™2BF orks 11 ¢ DOWN~ 
SECRET GRADING AND DECLASSIFICATION 
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z SECRET 
CABLE SECRETARIAT ; : CSSOP 90-1 
STANDING OPERATING PROCEDURE . ey COMMUNICATION 
No. 90-1 ne, ; 25 Aprit 1966 
; t 
3» PRECEDENCE TAGS 
‘ IN ADDITION TO BLUE OR GREEN FORM 50, PRECEDENCE TAGS WILL BE AFFIXED TO CATEGORY 1 AND 2 As 


APPROPRIATE THROUGHOUT ALL PROCESSING STEPS, AND WILL, FOR CIA CABLES, BE ATTACHED TO THE 
ACTION COPIES AT THE FINAL STEP. CJA MESSAGES WITH A PRECEDENCE OF FLASH or IMMED([ATE will 
BE HAND=CARRIED AT ALL TIMES. TAGS WILL SE OFFSET SLIGHTLY TO ENSURE THEIR GEING NOTED BY 
EACH PERSON HANOLING THE CABLE. WITHIN tHE CABLE SECRETARIAT, TAGGED CABLES WILL BE PLACED 
ON THE TOP OF ANY COLLECTION IN ORDER THAT THEY MAY BE HANDLED AHEAD OF NON#TAGGED CABLES. 


BACKLOG 


WHEN A BACKLOG OF MORE THAN 300 CABLES IS INEVITABLE FOR ANY REASON, 17 SHOULD BE A MANAGED 
BACKLOG, AND SHOULD CONSIST FOR THE MOST PART OF catecoryY 4 ANDO 5 ITEMS. IF THE BACKLOG IS 
GOING TO BE CARRIED INTACT FOR MORE THAN 6 Hours, EACH MessAce CENTER CHIEF WILL GO THROUGH 
IT TO ENSURE THAT NO CABLES ARE IN THE BACKLOG WHICH SHOULD BE PULLED OUT AND PROCESSED, ON 
A REGULAR WORK DAY, CIA ouT's SHOULD NOT BE ALLOWED TO AGE MORE THAN 12 Hours over CIA iN'S. 
On SUNOAYS AND HOLIDAYS THIS SPREAD MAY BE GREATER, IN MANAGING THE BACKLOG, JUOGMENT MUST 
BE EXERCISED IN DETERMINING AT WHAT POINT WE SHOULD PROCESS CIA outts AHEAD oF CIA IN'S. 
SPECIFICALLY, WHILE IT 18 IMPORTANT THAT CABLES BE PROCESSED IN A PREDETERMINED SEQUENCE, 
CONSIDERATION MUST ALSO BE GIVEN TO PRECEDENCE, NEED FOR IMMEDIATE ACTION, TYPE OF MESSAGE, 
AND THE GENERAL SITUATION PREVAILING. FOR EXAMPLE, THROUGHOUT EACH TOUR ANY CABLE WHICH 
APPEARS TO WARRANT EARLY ATTENTION, INCLUDING THOSE ADDRESSED, ACTION HEADQUARTERS MARKED 
“IMMEDIATE ACTION" SHOULD BE GIVEN APPROPRIATE PREFERENTIAL HANDLING. 

JHE READING FILE AND FILE COPIES OF MESSAGES IN CATEGORIES 1 AND 2 WILL BE TIME=-STAMPED AT’ 
THE TIME COPIES ARE PROCESSED AY THE MAIL RooM WORK TABLE. - CABLE SECRETARIAT PROCESSING 
TIMES, EXCLUSIVE OF IW TIME, WILL BE SHOWN ON THE ForM 50 oF EACH INTEL ITEM. THe MESSAGE 
CENTER CHIEFS ARE RESPONSIBLE FOR COMPUTING THE PROCESSING TIMES OF ALL CATEGORY 1 AND 2 
LTEMS COMPLETED ON THEIR SHIFTS AND FOR POSTING THE PERTINENT DATA ON THE DAILY PRODUCTION 
REPORT. HE 3S ALSO. RESPONSIBLE FOR ENSURING THAT PROCEDURES ARE IN EFFECT TO ENSURE THAT 
MESSAGES ARE PROCESSED IN ACCORDANCE WITH THEIR RELATIVE PRIORITY OF HANDLING AS SET FORTH 


ABOVE. 


Tris CSSOP HAS BEEN AMENDED TO PROVIDE For DCI "SeLects" To BE PROCESSED IN 30 MINUTES 
EXCEPT FOR ITEMS IN THE INTEL FORMAT FOR WHICH PROVISION MUST BE MADE FOR PREPARATION OF 
MASTERS AND FOR IW PROCESSING. 


CABLE SECRETARY 


CaBLe Sec,CDO, Msa Ctr, 4+ TRNG BOOKS ' 
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SECRET 
Cable Secretariat GCSSOP 5-3 - ATTACHMENT D 
Standing Operating Procedure GENERAL 
No, 5-3 (Revised) 25 April 1966 


f. 1) The midnight CDO will give to the Mailroom Supervisor by 
0750 hours Monday through Friday the cables for both DCI 
and D/DCI, separately enveloped and addressed: DCI - 7D5617, 
D/DCI - 7D6013, The Mailroom Supervisor is responsible 
for designating a courier and for ensuring that he departs by 
0755 hours to effect delivery by 0800, If no one has arrived 
at these offices by 0805, the courier should ask the CDO, Ext 5713, 
for instructions. In no case should cables be left in an unattended 
office or delivery made to a person not known by the courier to 
be assigned to the office in which delivery is made. Anything 
unusual will be reported by the courier immediately and the CDO 
will record the event on the Journal, 


2) The midnight CDO will prepare and have ready for delivery and 
turn over to the day CDO on Saturdays, Sundays, and Holidays 
cables for both DCI and D/DCI enveloped and addressed as 
above. Delivery will be made at 0900 or when requested, 


3) The day CDO will deliver individual cables as processed and 
make every effort to meet the times established in CSSOP 90-1. 


a 
SECRET 
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Cysie SEcRETARIAT CSSOP 90.25 
STANDING OF ERATING PRoctouREe COMMUNICATIONS 


No. 90«25 25 Apaty 1966 
| RECEIPTING FOR COPIES OF OTHER AGENCY CABLES 
Rescissions CSSOP 90-25, 30 Ocroser 1963 
Tt OTHER AGENCIES REQUIRE THAT WE SIGN ANO RETURN YO THEM RECEIPTS FOR CERTAIN CATEGORIES OF 
CABLES, THESE COCUMENTS, SINCE THEY REPRESENT AN EXCHANGE OF CLASSIFIEO MATERIAL BETWEEN 


U.S. GoveRNMENT AGENCIES, MUST BE CHECKED AGAINST ENCLOSURES, BE SIGNKG, AND RETURNED 
PROMPTLY TO THE AGENCY OF ORGINATION. 


i=l 


THE INITIAL PROCESSING OF EACH DELIVERY OF OTHER AGENCY CABLES, OF WHICH RECEIPTING 18 
AN IMPORTANT SYEP, 1G PRESCREBED IN THE PROCEGURE WHICH FOLLOwe. 


TIT PROCEDURE 


RESPONS [BILITY ACTION 
MAitL CLERK 1. Recerves ENvELOPes trom Capie/TD counter. 


2, HANOB ENVELOPES ADDRESSED BY NAME OF TITLE To CDO, 
3. GPENS BULK ENVELOPES AND CHECKS CONTENTS AND RECEIPY 
ENSURING THAT? 
a. THe CIA SyMBOL APPEARS IN THE OISTRIGUTION LADDER 
OR LINE AND 18 ENCIRCLEO ON THE TOP coPY, 
SB. NUMBERED COPIES AGREE WITH THE RECEIPT LISTING, 
c. 4F prem 48 AF TS, NOTES TIME OF RECEIPT, DATE AND 
SIGNS} COPLES RECEIPT on G14 AND SLOTS ORIGINAL 
AND COPY SLOTS WITH OTHER RECEIPTS, 
®. iF RECEIPT 1G FOUND TO BE CORRECT, SIGNS tT IN 
DUPLICATE AND SLOTS FOR SERVICE DESK, 
£. IF RECEIPY 16 FOUND TO BE INCORRECT BY SHORTAGE OR 
OVERAGE OF COPIES OR IF COPIES ARE FOUND ENCERCLEOD 
FOR AN AGENCY OTHER THAN CIA, REFERS RECEIPT AND 
INCORRECY COPIER TO IMMEDIATE SUPERVISOR. 
k, HANDS SENSITIVE ITEMS, THAT 18, ITEMS CONSSSTING OF LESS 
than 4 copi1eB To COO, 
i S, Separates 4 copy stTs as FoLLows: Yor copy ror LOGS; 
1 cory rom CDO; 2 copizs ror 500. Hanos COO & SOO copies 
To CDO AFTER POSTING MESSAGE COUNT GY AGENCY ON MAILROOM 
40a, HANDS TOP coPpigsS ro LOG. 
S_oTs RECCIPTS, If ANY, FOR RECEIPT SESK. 


\ 


cod 7. Screen THE SDO apvaNce COPIES AWD RELEASES SMALL BATCHES 

OF MESBAGES CLIPPEO TOGETHER; MaAmKs SDO on ToP coPY. 

Ir CDO se.ecrs A MESSAGE FoR DCI] « notes THIS on SDO copy 
AND HANDS 1TEM( Se) TO MAIL CLEAK FOR IMMEDIATE TUBING To SDO, 


* 


group 1 
SECRET EXCLUOED FROM AUTOMATIC DOWN 
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AtracHaEnT A 
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C3SGP 96-25 
cOMEINIC: TIGS 
25 Apmin 1966 
ASTION 


Seata accesers {AT OPENING OF aus ness, Monoay- 
Faipay) sy Aagucy o8 ORIGINATION, 
Examines AND VERIFIES THAT ALL AWE SIGNED. ir 
APPROPRIATE » counrersians Amy A? Ay® RECEIPTS WHICH 
REGUARE THE SIGNATURE {nor INITHALB) OF AN IRDEVIOUAL 
Ligren in AvrAcHEtNT *. 
CuveLOneD, AGONESEES AN MAILS ORIGINAL etceisTs TO 
appmepniave Aatncits, 
Ficee ouPLICATE comT OF aecejeres in Recerer Five 
{cwneno rice sv gave). 
Ain Force SENOS 4 SINGLE RECEIPT Forms AFWA 0-662 
ron Tor grewty casits. THis came SHOULD Bf CHECKED 
ay Seavice Corea To “ENSURED 
a, ceny 18 BADE FOR OUR CHRONO FILE 
o, TiMe oF RECEIPT 1S norte mn THE “Tiel” BOX, 
SIQMATURE MUST BK OY - PERSON ON OUR REGISTERED 
Liat. 


Removes AND OCSTROVE aeces sre wows THAN 30 cays OLD. 


DesuTy Casi e Secrerary 
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TO: (Officer designation, room number, and DATE 
building) = 
ra 5X1 A RECEIVED FORWARDED 
1. 
+ a 
2. 


3. OPSCEN 


iG 21 - 
4 


D/COMMO 


FORM 
3-62 


USE PREVIOUS 
EDITIONS 


6] [-] SECRET q CONFIDENTIAL 


the effective date, please telephone 


DATE 


20 April 1966 
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